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We are here to give meaning to and enable utility

for Web3 Identity
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Introduction to Galactica.com

All the core identity use cases emanate
from the notion of Web3 Reputation
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Your Web2 Data

Introduction to Galactica.com

- souL

n order to understand Web3
Reputation we first need to define
Web3 Identity a.k.a. Soul

— One way to do it is that Identity is just a set

of data points generated by an individual
as a byproduct of one’s online activity

@ Galactica.com enables users to encrypt, on-ramp and anonymize data points generated in web?2
and web3 alike to form private persistent identities - the digital shadows of real people.



Introduction to Galactica.com

So how,
what is Web3 Reputation?

— Reputation is a toolbox enabling the utility
for Web3 Identities - i.e. making them
functional on a public blockchain.




Introduction to Galactica.com

Web3
ldentity Stack

IS a set of technological and
economic primitives making
Web3 I[dentity practical
—i.e giving it utility

In short, Web3 Identity Stack
enables the use of Web3 Reputation.
The universe of use-cases it enables
Is known as DeSoc.
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Depending on the architecture, other mixes are
possible, yet none maximizes both

Standard public blockchains allow for some privacy
and some verifiability

Programmability

Human bound accounts and ZK maximize for both,
FHE makes it computationally attainable

0.

4

Privacy

One-time addresses and encrypted state allows for full
privacy and no verifiability
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Tech stack overview

We are now set to explain the 'How?' part

Let's start with private data

Private data is what defines Web3 Identity. It is a link between hashes and souls.

Anonymous Address (Hash) Encrypted Identity (Soul)



Tech stack overview

We are turning hashes into souls using

Contingent
Transaction

Encrypt & Onramp Store and make private Compute and verify Enable others to use it




Tech stack overview

Guardians

Encrypt & Onramp

Guardians — a set of whitelisted notaries
that serve the purpose of on-ramping data
on-chain in a privacy preserving manner.

Data originates, is submitted and verified off-chain. Guardians
then issue an on-chain verification hash.

Guardians cannot associate on-chain activity and off-chain
records they hold.



Tech stack overview

zkCertificates] pt1

Store and make private

Wrap Data in Encrypted

zkCertificates
What are zkCertificates:
+ On-chain attestations for personal data
+ Allow verifying ZK statements about that data
zplii(‘;ztrteificate E.g. >18 years old and from a non-sanctioned

country without disclosing birthday, name
or address or >1m followers in twitter



Tech stack overview

zkCertificates Core Stack Explained
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This technology aims to balance the regulatory requirements
for Anti-Money Laundering (AML) and Counter-Terrorist
Financing (CTF) with the privacy and security needs of users
in decentralized environments.
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However, zkKYC is just a specific use-case of zkCertificates.
They can be used for other instances:

o Social media verification (Twitter followers count)
 Credentials (Proof of user having certain diploma)



Tech stack overview

[zkCertificates] pt.2

Store and make private

However ZK stack alone is hot enough. Reputation slashing is a critically
important idea for many use-cases where a user needs to prove
absence of adverse behavior, such as private credit ratings.

ZK proofs leak data and allow for profiling. The only solution is to enable
one-time accounts to split user activity and user data across many
addresses. But then slashing reputation becomes highly non-trivial.

This causes the trilemma:

+ Sacrifice Verifiability and lose reputation slashing mechanisms
and all its use-cases like undercollateralized lending;

+ Sacrifice Privacy and allow for eventual profiling of user
activity;

UX

+ Sacrifice user expirience by forcing user side generation
of +1 GB proofs for some use-cases.

Up until recently, there has been no way of solving for all three.
Now there is.

ONE ACCOUNT TO RULE THEM ALL

VERIFIABILITY



Tech stack overview

FHE] pt3

Store and make private

PRIVACY

Integration of Zama's fhEVM
can solve this trilemma:

+ Integration into CosmosSDK infrastructure
with EVM smart contracts

+ Confidential reputation processing on-chain
+ Moving compute effort to validators
+ Maintaining privacy

+ Programmable behavior in smart contracts

UX VERIFIABILITY


https://www.zama.ai/

Tech stack overview

Reputation Root Contract

Compute and verify

RRC ISa pI‘OtOCO| rePUtatlcn Essentially, RRC allows users to compute arbitrary functions
over the data points they have encrypted and on-ramped.
Com pUte fra mework- This effectively tokenizes private user data.
It is essentially an indexer of on-chain This design allows for native protocol usage and robust

economics around compute costs of reputation, an approach

activity that computes certain user-defined - .
significantly more robust than using oracles or smart contracts.

reputation functions.



Tech stack overview

Contingent Transactions

Enable others to use it

The output of RRC is then used by dApps
to fine tune the experience for the user.
The mechanism through which they do
so is called Contenginent Transactions.

Contingent Transactions enable apps building on Galactica
to create dynamic whitelisting rules where the outcome of a
transaction depends on the Reputation Score of the user (e.g.

lower collateral rates for reputable users).
Contingent
Augmenting smart contracts with private user datais the Transaction

genesis of user-centric experience in dApp design.
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Tech stack overview

TLDR Galactica.com Protocol Logic

Data from both Web?2 &

Welb3 is trans
ated |
Book (Passport)

accumu
Cypher

‘erred and

N users

zkCertificates are private data silos that
allow one to encrypt and on-ramp any off/
cross-chain data, securely store it and
generate selective disclosures thereof

®

FHE-powered Reputation Root Contract
allows to privately compute dynamic
reputation functions over the encrypted
data contained in the CypherBook

dApps are able to
differentiate their service
offering depending on
users reputation

(e.g provide <100% loan if user's reputation is >= X)




Big Tech

Your Web2 Data
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Putting it all together

Galactica.com protocol design o
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Our achievements and plan


https://www.youtube.com/watch?v=sk9n2wNl7vg
https://www.youtube.com/watch?v=sk9n2wNl7vg

Our achievements and plan

zkKYC at a Glance:

Redefining Regtech Landscape

nspired by series of articles published by a16z and MME case study Galactica.com aims to
implement a solution for an everlasting conundrum - a balance between privacy and compliance.

Core Concept: How it Works:
» Zero-Knowledge Know Your Customer @ KYC Guardians, ranked by reputation, issue KYC
(zkKYC) uses zero-knowledge proofs to verify Records using new or existing data.

identities without exposing personal data.
» KYC Process:

» Balances AML/CTF regulations with user  Hash added to blockchain as a Merkle leaf.

privacy in decentralized environments. | ,
e Encrypted data sent to user's machine,

x zkKYC is a form of zkCertificate designed stored in a non-custodial wallet.

to enable compliant privac . L .
P P Y »  Users provide ZK Proofs for verification without

revealing data.


https://a16zcrypto.com/posts/article/privacy-protecting-regulatory-solutions-using-zero-knowledge-proofs-full-paper/
https://a16zcrypto.com/posts/article/privacy-protecting-regulatory-solutions-using-zero-knowledge-proofs-full-paper/

Our achievements and plan

Key Features
and Purpose of zkKYC

Key Features:

« Galactica.com deploys a zero-knowledge KYC (zkKYC) technological stack,
partnering with a regulated financial institution, SwissBorg.

 This marks the first production zkKYC integration between a permissionless
blockchain protocol and a regulated financial institution.

« Galactica’s custom MetaMask Snap, the ‘Galactica ZK Vault, enables secure
personal data management and storage.

 Enables off-chain proving of conditions without revealing data.
 Protects user privacy by unlinking KYC data from on-chain activity.

« Authorized decryption for verified suspicious activity.

Purpose and Vision:

 Provides a digital, sovereign, compliant identity for financial and social services.

« Single KYC usable across multiple dApps; Guardians ranked by reputation
ensure safe service.



Use Cases of zkKYC

DeFi and Beyond:

+ Enables identity verification for DeFi protocols, DEXs, token
sales, and DAQ participation.

+ Automates KYC, reduces costs, and prevents fraud using
zero-knowledge proofs.

+ Robust zkKYC system enables decentralized markets
around regulated financial instruments.

More can info can be found here: galactica.com/zkkyc tech specification.pdf

Our achievements and plan

Off-Chain Use Cases:

+

Confirms age for accessing restricted content without
revealing birthdate.

Verifies eligibility for services like online gambling while
maintaining privacy.

Facilitates secure transactions and asset exchanges with
verified identities in gaming and the metaverse.


https://galactica.com/zkkyc_tech_specification.pdf
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— the ultimate
launchpad for
the Influencer
economy

Powered by FHE and ZKP, CT.com
IS a new chapter in SocialFi and
DeSoc.

Our achievements and plan



Our achievements and plan

&\

7 The problems of businesses largely stem
from the same sources

Hard to differentiate between great researchers, HQ content
creators and 'passengers' who are there to use their largely fake
audience as exit liquidity;

Is there any real way to score engagement? There s, but it's
circumstantial and good diligence takes a lot of resources;

3>

g
& How can one evaluate that influencer's activities drive core |
e metrics for project's success. \\Vell, referral links.. Right”?
= How to align incentives without destroying project's economics.
® Is it through KOL round? Right?
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How does it work?

Galactica.com provides tech stack
(FHE & ZKPs) which enables to ensure

privacy while aligning influencer
reputation with project allocations

INFLUENCER

‘ CYPHERBOOK

8 <« A
- 8 G

CONNECT METAMASK J

s

Anyone can create a private profile attaching one's
social profiles and web3 addresses carrying all
sorts of on-chain metrics.

These data always remains private — it's
encrypted on the device and never makes it's way
elsewhere.

For every IDO a project comes up with a function
that relates social or on-chain contributions to the
FDV and allocations sizes.

Our achievements and plan

An influencer creates a proof of the function score
using FHE cryptography. The score defines the
allocation price, size, etc.

What we get is a meritocratic captable where the
worthy ones are rewarded the most. Others — not

SO much.
FDV:
Bob $45m
doesn't create content,
dumps everything at TGE
Public
: Round FDV-:
Anon $100m
FDV:
Allice $20m

no information
avaialble

creates high engagmenet content,
doesn't dump



Our achievements and plan

But why has nobody done it before?

Why is Web3 Reputation Still Missing? What Are We Losing Out On?

< Computational limitation Social capital
< Lack of privacy & verifiability Sybil Resistance
< Composability Meaningful governance (not 171V model)
x Real-time updates Reputation Augmented DeFi
Expressive Functional form Merit based distribution

Necessity to rely on centralized surrogates DeSoc & SocialFi primitives

Enabling Web3 Reputation requires solving the Trilemma.
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zkCertificates
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i . as un-linked | YOUR WALLET
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This technology aims to balance the regulatory requirements However, zKKYC is just a specific use-case of zkCertificates.
for Anti-Money Laundering (AML) and Counter-Terrorist They can be used for other instances:
Financing (CTF) with the privacy and security needs of users o Social media verification (Twitter followers count)
in decentralized environments.  Credentials (Proof of user having certain diploma)

More can info can be found here: galactica.com/zkkyc tech specification.pdf



https://galactica.com/zkkyc_tech_specification.pdf
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Contingent Transactions

Method 1

90 reputation
required

Method 2

no reputation
required

Smart contract

Method 3

400 reputation
required

Call

Send GNET/tokens/nfts

Call

Call

Soul

) 4

Soul

@ 200 reputation
Failed requirement set

Send GNET/tokens/nfts Soul

reputation =100

(9

Failed

Send GNET/tokens/nfts

g No requirements for
incoming TXs

Soul

50 reputation
requirement set




DeSoc and Its Various Derivatives

1 DAQOs are primitves, while Defi is skewed 4.1 DeSoc:Init's purest form, DeSoc itself allows for use cases such

toward hyperfinancialization as it is confined
to private transferable property.

tune incentives.

Pluralism & Plural Property

as Social account recovery, Sybil resistant governnace primitives,
such as QF and QV, Souldrops as a way to more accurately fine

Permissioning access to resources like homes or cars, where SBTs can manage
conditional and non-transferable access rights.

Data Cooperatives, where SBTs manage data access for researchers and handle
members'rights and economic benefits from research discoveries.

Market design innovations, such as Harberger taxation and self-assessed licenses
sold at auction, with SBTs enabling more nuanced versions of these concepts.

0 Democratic mechanism design, like quadratic voting, where SBTs enable
community members to vote on parameters such as incentives and tax rates,
exploring the space between markets and politics.

2 When Reputation is used to assign weightto a
human in redistributive process » meritocratic e
dimensions. All such dimensions » DeSoc.

Plural Nertwork Goods

Participation, where SBTs help integrate less contextualized individuals (e.g.,
immigrants, adolescents) into broader networks, offering them voting rights and

! DeSoc improves prediction markets with team-based voting, making predictions
a y more equitable and less biased.

!‘1 ¥ in more balanced, context-aware Al models.

DeSoc enhances Al by respecting data origins and creators' rights, resulting

ey DeSoc innovates in data privacy, offering adaptable, rights-based privacy

® Heterogeneous

accountweb3 settings that balance individual and community needs.

3 DeSoc isthe societal substrate that enables a
new dimension of web3 use cases, the most
important one being the Cypher State

The state of the art in web3 is hyper-financialization across the enables.
spectrum of DeFi institutions and primitive governance frameworks
that more often than not boil down to variations of 1T1V or reliance
on web2 for Sybil resistance.

DeSoc is the human dimension a k.a. societal substrate infused

into existing web3 financial and governance primitives. It is on the

intersections of DeFi, DAO, and DeSoc where the next wave of Voting power
economic, financial and political innovation will emerge.

Access/ entry
As has been said better elsewhere, .. .native web3 social identity,

with rich social composability, could yield great progress on
broader long-standing problems in web3 around wealth
concentration and vulnerability of governance to financial attacks,
while spurring a Cambrian explosion of innovative political,
economic, and social applications.” [Decentralized society: Finding Longeity
web3's soul - Weyl, Ohlhaver, Buterin 2022]

Incentive alignment

Liquidity / speculation

Scalability

Sybil resistance

Privacy

Reputation-based governance

Tied to value of contributions: Has the aim of creating a meritocratic
system

ly y value: Where value is
measured by work, ideas, etc.; latecomers may be at a disadvantage
as reputation builds over time

H ically can
encourage peopleto actin the bestinterest of the community

ing of on and

market-based exit

Long-term: Reputation is built over time

Hard: Measuring the value of contributions can be complex, time-
consuming, and context-specific

More resilient: Reputation may be tied to unique personhood, although
there are concerns about selling proof of personhood

Less private: Potential privacy concerns when verifying identity

4.2 DeSci, DePol and Reputation Augmented DeFi are all clusters
of applications leveraging the identity aspects that DeSoc

Identity is the substrate from which the institute of reputation can emerge.
Persistent reputation, in turn, is key for finance, academic endeavours and politics.

Token-based governance

Tied to tok ip: Potentially leads to a

‘Those who own tokens: Potentially limiting access to those with
low capital; latecomers are not necessarily disadvantaged

Incentivizes increasing value of tokens: May or may not align with
long-term community goals

reate tial { 0 exit

Variable: Governance tokens can be quickly acquired and
liquidated

Easy: Tokens can be easily transferred and divided

Vulnerable: Token acquisition can be botted, as has been widely
observed in airdrop farming

More private: Pseudonymous token ownership preserves privacy

Definitions

Reputation Augmented DeFi

Galactica Network's societal primitives enable complex business models
such as undercollateralized DeFi, and offers an unprecedented level of
compliance even when compared to TradFi institutions and financial systems
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Decentralised Society Decentralised Politics

Persistent identities are leveraged to design reputation
augmented, merit-driven governance mechanisms.

The notions of Persistent Identity and Web3 footprint together
enable non-trivial societal institutions to be modeled entirely
on-chain

4.3 Cypher States and Protocol Citizenship: a holistic
toolkit for building permissionless social institutions
is set to become a key piece of the infrastructure of
political sovereignty in the cypher space.
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Global Immutable Identity and Persistent Reputation

Communities based o Sybil resistance vs Privacy vs. syst

1 Reliable Identities generate data points as by- 4 Mapping off-chain, cross-chain, and importantly on-chain data
products of their existence, both online and offline. ARGE OPEN HieH points into a privacy preserving persistent and unique identity will
The totality of these data points forms one’s e D 5 N . 1 open a variety of use cases:
Reputation space. This space is meaningless if the ' o .
] agn ] . PrOOf-’ . . L] L]
identities are not reliable; If they are not Persistent. Bl : I = Undercollateralized lending v - Pluralistic network
; and increased capital oods;
Quadrat
Gated Open . eﬁICIGnCy; . .
ow e ow e vI - Off-chain persistent
2 = These data points are used in risk management P 11 Realtime dynamic collateral reputation;
and situations that require signalling of merit Com | ' Whit K systems; N . .
broadly for: e vi1 Efficient social matching
e L NFT socal II1.  Meritocratic primitives; mechanisms.
Risk Mitigation Association
v: H Ili tofi tives;
Lo . SMALL CLOSED LOW yper alignment or incentives
Redistribution ’
I These data points can be imported onto Galactica
f 0 The cost of Sybil Attack grows
bt LS laccollcjints.(putillc.:dadc:.rfgs;es) ginerate: b¥ LU 111 Zero knowledge proofs can be thereafter used in real due to requirements to have
el Riegllls Sl o Siiizle SEIAERe 23 time to prove statements about the data points ZkKYC. It's the bootstrap phase.
Source 1 Humans Legal entities Al entities imported for various use-cases, such as:
Sybil Resistance further grows
ACC 1 Off-chain (such as surfin S, as individuals trust the platform
Use Case 1 g and import off/cross chain data
the talent networks) S ZKKYC points and generate on-chain
. . 1 reputation as a result of activities.
Source 3 Nob off-chain On-chain (an undercollateralized Other zkCerts
DeFiloan from an app building So 7 / L
, it et Reputation SBTs The true Sybil Resistance
on Galactica Network) 7 I ide self-
Use Case 2 ZKKYC Reputation SBTs Citizenship activities :'lr?etlelzg::tac(i’t?zg:':;;ﬁo i:‘cg\z
Off-chain (such as one's Twitter on-chain Cross-chain (same type of [oan themselves with the governance
Source 2 account and related data); ZKP J@— in another blockchain 8 framework of the protocol.
ecosystem t t "
On-chain (deduced from one's tx / ) ! ! :
history on Galactica Network); Use Case 3
Data points can be imported from various sources, Cross-chain (deduced from one's tx cross-chain
broadly falling into the following categories: history on other blockchains).
Oﬁ-Chaln On-Chal n Rules by which political process design translates human inputs
. L into political and economic outcomes - it's redistributive function -
Q $ In Short’ these data pOInt L e * Authoritarian can span from purely socialistic, the one where excellence is taxed,
= (U es to that of hyper capitalism, where there are increasing returns to
S e e e Mappingreal ATV o \ poltcal 7™ one's excellence.
TRy human heterogenelty - world identities UMY § g % / ﬁiﬂfiﬁs / i::g;gf: A Lot |« e - Assuming a human centric political process design, we can map a
. AL : : g’ g3 | . ; S5\ = 1 function relating one's reputaiton to one's voting power (or any other
the baSIC bU|Id|ng blOCkS ¢ E;?/VSG(I{E?W;{E%?S IIT. Hybrids 2 2 interactions political/economic output for that matter).
A yor : Thellal] Economie
Of hu man'CentnC WAL iz N an“t"Omes It's linear domain would correspond to the notion of meritocracy,
i n S’[I'[U'[I ons 0 Reputaion T Coorton the superlinear - to that of hyper capitalism where the winner takes

it all, while the sublinear domain would be that of socialism where
there are decreasing returns to excellence.
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— The lssues

+ Hyper-financialized

Token cost as a workaround for Sybil
resistance.

Hard to build fair voting systems.

Alternative is centralization and
permissioned access.

+ No personal data to build
social use cases on-chain

Missing privacy means people don't
use personal data on-chain

Data missing to prove regulatory
compliance.

+ No established system for Reputation

+ High transaction costs

on Ethereum

Powered by Galactica Governance Primitives

Local Community DAO

For Lisbon residents

Organizing local events
and community projects

Rewarding contribution

Managing common funds

ZK disclosures on KYC data

* Proving to reside on Lisbon
* Sybil resistance
* Maintaining privacy through ZK cryptography

Voting primitives

* Humans vote instead of tokens
* Meritocratic voting weights based on reputation
* Maintaining privacy through ZK cryptography

Reputation

» zkCerts forimportant roles and achievement badges

* Measuring participation and impact

Compliance

» According to local regulation
* Checking inflows and outflows against sanction lists



Undercollateralized Loans

TH E + Most popular lending such as AAVE, + Lending protocols on Galactica can take + Borrowers would be able to access credit
Compound, Maker offer overcollaterized advantage of the zkKYC system to enable through their reputation, thus providing
I S S U E S loans due to the trustless and anonymous lower collateralization ratio or even opportunities and lowering barriers for
nature of the underlying blockchains. undercollaterized loans. well-trusted but still anonymous entities.
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Compliant Privacy "

— The Issues

+ Scams, hacks, and other types of criminal activities have
proliferated and plagued the industry as it has expanded
overthe pastfew years.

<+ $656M lost from crypto hacks, scams and rug pulls in H1
2023 (according to Web3 security firm Beosin).

<+ In November 2022, the cryptocurrency exchange FTX
spiraled into bankruptcy, creating a wave of crypto crime.
Its users were subjected to a scam offering a refund, $415
million of crypto was stolen in a series of cyber attacks,
and another $31 billion was wiped from the market.

<+ Inthe first half of 2023, the Web3 domain witnessed
a total of 110 major rug pull events, involving
approximately $75.87 million.
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